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Introduction

@ Public key cryptography is still costly (computing resources).

e Elliptic Curve Cryptography has a better cost/security
trade-off w.r.t. RSA.

@ We can still reduce the cost with better hardware
architectures.
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Elliptic Curve Cryptography (ECC)

Elliptic curves allow to define groups with a hard Discrete
Logarithm Problem. In the general case, cracking methods are far
less efficient than for RSA.
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ECC

Elliptic Curve Cryptography (ECC)

Why?

Elliptic curves allow to define groups with a hard Discrete
Logarithm Problem. In the general case, cracking methods are far
less efficient than for RSA.

N,

How? (simplified)

Let p > 3 a big prime, E(FF) is the (short Weierstrass) elliptic
curve

E(F,) : y* = x>+ ax + b,
where x,y,a, b € F, with 433 +27b% £ 0.

N,
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The points (x, y) on the curve define an abelian group together
with the point at infinity 0., the neutral element for addition.
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The points (x, y) on the curve define an abelian group together
with the point at infinity 0., the neutral element for addition.

Jacobian coordinates

The triple (x : y : z) can be mapped to (x/z2,y/z%) if z# 0. If
z=0itis 0. The curve becomes: y? = x3 + axz* 4 bz°.
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ECC

Operations in Jacobian coordinates (a = 0, points # 0.)

Doubling (7S+5M+13A)
TXT:Yr:2Z1)=2-Q(Xq : Yo : Zg).
X1 =9X4 —8XQ Y5,

YT =3X5(4Xq Yo — X71) — 85,

Zr =2YoZg.
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ECC

Operations in Jacobian coordinates (a = 0, points # 0.)

Doubling (7S+5M+13A)
TXT:Yr:2Z1)=2-Q(Xq : Yo : Zg).
X1 =9X4 —8XQ Y5,

YT =3X5(4Xq Yo — X71) — 85,

Zr =2YoZg.

Addition (4S + 14M + 6A)

R=T+Q.

Xg = (2YQZ3 — 2Y1)? — 4(XQZ2 — X1)? — 8(XQZ2 — X1)2XT,
Yg =

(2YQZ3 — 2Y7)(4XT(XQZ2 — X1) — XR) — 8Y1(XQZ2 — X7)3,
Zr = 2Z7(XoZ2 — X71).
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Montgomery Modular Multiplication

Montgomery Modular Multiplication (MMM)

MMM provides an efficient way for modular multiplication mod p
(noted -): there is no division by p.
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Montgomery Modular Multiplication

Montgomery Modular Multiplication (MMM)

MMM provides an efficient way for modular multiplication
(noted -): there is no division by p.

mod p

| A

Residue
Let a, b, R € F, where R is Montgomery's residue.
a’ = aR mod p is said to be a in Montgomery's form.

a-b=abR™1 mod p, as a consequence
a - b = aRbRR™! mod p = abR mod p = (ab)'.

A
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Montgomery Modular Multiplication

Montgomery Modular Multiplication (MMM)

MMM provides an efficient way for modular multiplication mod p
(noted -): there is no division by p.

Residue

| A

Let a, b, R € F, where R is Montgomery's residue.

a’ = aR mod p is said to be a in Montgomery's form.
a-b=abR™1 mod p, as a consequence

a - b = aRbRR™' mod p = abR mod p = (ab)'.

A

Field values are converted in Montgomery's form at the beginning
of the computation and back to normal at the end.
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Montgomery Modular Multiplication

How to compute MMM?

Kog¢'s multiword CIOS algorithm

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p< 2% p' = —p~lmod 2%, w,s , K = s-w :bit length, R = 2%, a,b < p
Output: a-b- R~' mod p

1 T+ 0

2 for i<« 0 tos—1do

3 C + 0

4 for j < 0 tos—1do

5 (C,S) « T[j] + ali] -b[j] + C
6 Tjl« S

7 (C,S) «+ T[s]+C

8 T[s] «+ S

9 Tls+1]«+ C

10 m « T[0] - p’ mod 2"

11 (C,S) « T[0] 4+ m - p[0]

12 for j < 1tos—1do

13 (C,8) «T[j]+m-pljl +C
14 Ti—1« S

15 (C,S) «T[s]+C

16 T[s—1]+ S

17 | T[s| «Tls+1]+C

18 return T}
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Montgomery Modular Multiplication

CIOS details

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p < 25X p' = —p~tmod 2¥, w,s , K = 5w :bit length, R = 2% a,b<p
Output:lzl- b- R™! mod p

1 T+ 0

2|fori< 0tos—1do

3 C + 0

4 for j <0 tos—1do

5 L (C,5) + Tlj) +[alil]- blj] + ©

6 T[j] S Multiplication
7 (C,S) « T[s]+C

8 T[s] + S

9 T[s+1]«C

10 m « T[0] - p’ mod 2"

11 (C,S) « T[0] + m - p[0]

12 for j < 1tos—1do

13 L (C,S) « T[j]+m-plj] +C

14 Tj—-1« 8 Reduction
15 (C,8) « T[s]+C

16 Tls—1]«+ S

17 || T[]« Tls+1]+C

18 return T}

Efficient MMM for ECC



Montgomery Modular Multiplication

Benefits

@ Low memory footprint,

@ apart from some precomputations (p’, R...), easy to change p
and operand sizes,

@ neat structure, without divisions, easy to implement in
hardware.
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Basics

Basics

Here, each operation takes 1 unit of time.
Let's compute r = a- b+ b+ c.

Sequential
Time | - | + | Operations
1 X tl=a-b
2 X | t2=b+c
3 X | r=tl+t2
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Basics

Basics

Here, each operation takes 1 unit of time.
Let's compute r = a- b+ b+ c.

Sequential
Time | - | + | Operations
1 X tl=a-b
2 X | t2=b+c
3 X | r=tl+t2

Time | - | + Operations
1 X| x |tl=a-b, t2=b+c
2 X r=tl+4t2
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Basics

Basics - 2

Here, each operation takes 1 unit of time.
Let's compute r = a- b+ b+ c.

Latency | Throughput | - | + Operations

2 0.5 12| r=a-b+b+c

The choice of operations and how they are chained together is
called scheduling.
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Basics

Basics - 2

Here, each operation takes 1 unit of time.
Let's compute r = a- b+ b+ c.

Latency | Throughput | - | + Operations
2 0.5 12| r=a-b+b+c
Pipelined
Latency | Throughput | - | + Operations
2“1‘6 05 1 1 l:tl=a-b,t2=b+c,2:r=1t1+1t2
2+€ 1 1 2 l:tl=a-b,t2=b+c,2:r=1t1+1t2

The choice of operations and how they are chained together is
called scheduling.
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Systolic arrays

A systolic array is an architecture both parallel and pipelined.
To create such an architecture, we have to identify small
Processing Elements (PEs) (no control flow logic).
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Our architecture
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Where is Waldoe the PE?

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p < 25X p' = —p~'mod 2¥, w,s , K = 5w :bit length, R = 2% a,b <p
Output: a-b- R~' mod p

1 7T+ 0

2 fori< 0 tos—1do

3 C + 0

4 for j <0 tos—1do

5 (C,8) < T[j] +ali] -bj] + C
6 T(j) « §

7 (C,8) « T[s]+C

8 Tls] + S

9 T[s+1]« C

10 m < T[0] - p’ mod 2"

11 (C,S) « T[0] 4+ m - p[0]

12 for j«< 1tos—1do

13 (C,8) «T[j]+m-plj] +C
14 T[j—1« S

15 (C,8) «T[s]+C

16 Tls—1]« S

17 | T[s]« T[s+1+C

18 return T’
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Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p< 25X p'=—p tmod 2°, w,s , K = s w :bit length, R = 2K ab<p
Output: a-b- R~' mod p

1 T+ 0

2 for i<+ 0 tos—1do

3 C + 0

4 for j <0 tos—1do

5 (C,8) « T[j] + ali] - blj] + C o
6 T[]« S

7 (C,8) «T[s]+C

8 Tls] + S

9 T[s+1]«+ C

10 m « T[0] - p’ mod 2%

11 (C,S) « T[0] + m - p[0]

12 for j«1tos—1do

13 (C,S) « T[j)+m-plj] +C
14 T[j—1]« S

15 (C,8) «T[s]+C

16 Tls—1]+ S

17 | T[s] < T[s+1]+C

18 return T';

Results
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Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p< 25X p'=—p tmod 2°, w,s , K = s w :bit length, R = 2K ab<p
Output: a-b- R~' mod p

1 T+ 0

2 for i<+ 0 tos—1do

3 C + 0

4 for j <0 tos—1do

5 (C,8) « T[j] + ali] - blj] + C o
6 T[]« S

7 (C,S) « T[s]+C

8 T[s] + S (08
9 Tls+1]+ C

10 m « T[0] - p’ mod 2%

11 (C,S) « T[0] + m - p[0]

12 for j«1tos—1do

13 (C,S) « T[j)+m-plj] +C

14 T[j—1]« S

15 (C,8) «T[s]+C

16 Tls—1]+ S

17 | T[s] < T[s+1]+C

18 return T';

Results

Efficient MMM for ECC September 20



Our architecture
coeo

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p< 2% p' = —p~'mod 2%, w,s , K = s-w :bit length, R =25, a,b < p
Output: a-b- R~' mod p

1 T+ 0

2 fori< 0 tos—1do

3 C + 0

4 for j <0 tos—1do

5 (C,8) « T[j] + ali] - blj] + C o
6 T[]« S

7 (C,S) « T[s]+C

8 T[s] + S (08
9 Tls+1]+ C

10 m < T[0] - p’ mod 2% B
11 (C,8) « T[0] + m - p[0]

12 for j«1tos—1do

13 (C,8) < T[j] +m -plj] +C

14 Tj—-1]« S

15 (C,8) «T[s]+C

16 Tls—1]+ S

17 | T[s] < T[s+1]+C

18 return T';
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Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p< 2% p' = —p~'mod 2%, w,s , K = s-w :bit length, R =25, a,b < p
Output: a-b- R~' mod p

1 T+ 0

2 for i<+ 0 tos—1do

3 C + 0

4 for j <0 tos—1do

5 (C,8) « T[j] + ali] - blj] + C o
6 T[]« S

7 (C,S) « T[s]+C

8 T[s] + S (08
9 Tls+1]+ C

10 m < T[0] - p’ mod 2% B
11 (C,S) « T[0] + m - p[0]

12 for j«1tos—1do

13 (C,S) « Tj) +m-plj] + C Y
14 T[j—1]« S

15 (C,8) «T[s]+C

16 Tls—1]+ S

17 | T[s] < T[s+1]+C

18 return T';
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Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Input: p < 25X p' = —p~'mod 2¥, w,s , K = 5w :bit length, R = 2% a,b <p
Output: a-b- R~' mod p

1 7T+ 0

2 fori< 0 tos—1do

3 C +0;

4 for j <0 tos—1do

5 (C,8) « T[j] + ali] - blj] + C o
6 Tl < S

7 (C,S) « T[s]+C

8 T[s] S ¢
9 T[s+1]«+ C

10 m < T[0] - p’ mod 2% B
11 (C,S) « T[0] + m - p[0]

12 for j«< 1tos—1do

13 €.8) « Tl +m-pll+C
14 Ti—1+ S

15 (C,S) « T[s]+C

16 T[s—1+ S Vs
17 | T[]« T[s+1]+C

18 return T
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Scheduling

S=8, Time=1

‘Algorithm 2: CIOS algorithm for Moy ‘multiplication [11]
=5 'mod 2%, w,s K = - w bit length, R=2%, ab<p
mod p

Tnput: p< 2" 4
Output:a-b- F~'
Teo;

"
H
H
D] e otes 1
2| [emmaraisie) o
s | Lniies

’

.

H

bl
(©5) <15l +C
T(s| « § a
Thtlec
10 | meT[0]p mod 2* 8
1 (€, 8)  T(0] + m - pl0]
12 | forjitos-1do
13 Lw, cTh+mopll+e
14 T(j-1]«§
15 | (C.8)«Tls+C
1. | Ts Vi

Z1ecs
17 | Tl e T+ 1) +C

T8 return T
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Our architecture
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Scheduling

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]
Tnput: p <2, 7/ = p 'mod 2, w5, K = 5w bit length, K= 2, a.b<p
Output: .- 1" mod p
Teo
fori <0 t0s—1do

C o

'
2

a

i | forjcotos1do

5 L (C.8) Tl +ali] Bl +C o
o Tj) < S

7| (€8T +C

s | Thes a
o | Thrnec

10 | meT[0]p mod 2* 8
1 (€, 8)  T(0] + m - pl0]

12 | forjitos-1do

13 L @) Thl+mpli+e
T(j-1]«§

0 | Tpi1es

v | T eTr e

T8 return T
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Our architecture
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Scheduling

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]
Tnput: p <2, 7/ = p 'mod 2, w5, K = 5w bit length, K= 2, a.b<p
Output: .- 1" mod p
Teo
fori <0 t0s—1do

C o

'
2

a

i | forjcotos1do

5 L (C.8) Tl +ali] Bl +C o
o Tj) < S

7| (€8T +C

s | Thes a
o | Thrnec

10 | meT[0]p mod 2* 8
1 (€, 8)  T(0] + m - pl0]

12 | forjitos-1do

13 L @) Thl+mpli+e
T(j-1]«§

0 | Tpi1es

v | T eTr e

T8 return T
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Scheduling

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]
Tnput: p <2, 7/ = p 'mod 2, w5, K = 5w bit length, K= 2, a.b<p
Output: .- 1" mod p
Teo
fori <0 t0s—1do

C o

'
2

a

i | forjcotos1do

5 L (C.8) Tl +ali] Bl +C o
o Tj) < S

7| (€8T +C

s | Thes a
o | Thrnec

10 | meT[0]p mod 2* 8
1 (€, 8)  T(0] + m - pl0]

12 | forjitos-1do

13 L @) Thl+mpli+e
T(j-1]«§

0 | Tpi1es

v | T eTr e

T8 return T
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Scheduling

S=8, Time=10

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]

Tnput: p <2, 7/ = p 'mod 2, w5, K = 5w bit length, K= 2, a.b<p
utputi a4 i mod p
1T
2 foric0tos—1do
3| Ceo
4| forjcotos-1a
5 L 1C.S’h7b|+n[x]»bb]+c «
s Tl «
7 | e Sy»nv +C
s | 25 «
9 | Thtlec

10 | im0 o mod 2¢ s

1n (C,S) « T[0] + m- pl0]

12 for j 1 tos—1do

1 L ©8) Thl+mphil+C
-1 5

1w | T e wqw
T8 return T
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Rcsuhs

Scheduling

S=8, Time=10

Multiplication

Reduction

Algorithon 2: CIOS algorithm for Moot ormery multplicaton [11]
Tnput ¥ =1 'mod 2, w5, K = s-w bit length, R= 2%, a.b<p
Outp R mod p

1T

2 fori0tos—1do

3| Cen

4 | forj<0tos—1d

s Lw.s.qm”m.awc o

o Tj) < S

7| @9 eTie

o | THes a
Tls+1]«C

10 | meT[0]p mod 2* 8

1n (C,S) « T[0] + m- pl0]

12 for j 1 tos—1do

1 L @9 cTrmplil+C oy

1 -1

15 | (€ sy»l[~ +C

16 Ts Vi

e
17 1[\HHA1+<

T8 return T

nt MMM for ECC September 20



Results

Scheduling

S=8, Time=13

Multiplication

Reduction

Algorithm 2: CIOS algorithm for Montgomery multiplication [11]
0d 2%, w,s K = w bit length, R= 2%, a.b<p

0
2 foric0tos—1do
3| Cen

4 | forj<0tos—1d

s L (©.5) - T +afl Wil +C o

o Tj) < S

7| (€8T +C

o | THes a
Tls+1]«C

10 | meT[0]p mod 2* 8

1 | (CS) e T(0)+m-pl0]

12 | forjcitos-1do

1 L ©8) Thl+mphil+C

1 -1« 5

15| (C.8) e Tls]+C

16 § Vi

Tls—1]« §
17 | T e Tis 1) +C

T8 return T
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Our architectur
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Resources

Resources

Our architecture requires:
e 3 q,
° 37,
° 18
o 1 ay,

o 1 .
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Arithmet Our architecture

Resources
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Our architecture

Resources

Block diagram

Control
FSM

gister

Shift_re
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MMM architecture variants

CIOS (bits per word) s=8 | s=16 | s=32 | s=64
K=256 32 16 8 4
K=512 64 32 16 8
K=1024 128 64 32 16
K=2048 256 128 64 32
Clock cycles= 3 x (s+ nb) | 33 66 132 264
Number of cells 6+3|12+3|24+3 |48 43

Results
®0000
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ECC results (Artix-7)

Slice | DSPs | BRAM | Freq | Slice FF | Slice LUT

NW-8 (256) || 3745 | 33 12 98 8281 9722

NW-16 (256) || 3770 | 34 12 130 8313 9255

NW-8 (512) || 7066 | 92 23 59 16500 20394

NW-16 (512) || 7116 | 60 23 74 16501 19199
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Conclusion

Conclusion

e Very efficient Montgomery Modular Multiplication with low
latency.

@ Give mixed results for a straightforward ECC implementation.

@ Yet improvements are still possible: we should not wait the
complete ending of an MMM to start the next.

@ Should be particularly interesting for latency and throughput.
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Conclusion

ECC results

’ et al. ‘Curve ‘Device ‘Lut ‘Reg ‘Size (DSP) ‘Freq.‘

Bajard 2014 256 any |Kintex-7|4250 |3532 |1630 slices (46) |281
Bajard 2014 |521 any |Kintex-7 (7067 |5882 |2565 slices (91) |266

Bajard classic|256 any |- 7482 4605 |- slices (46) -

Guillermin 256 any |[Stratix-2|— - 9177 ALM (96) |157
Guillermin 512 any |[Stratix-2|— - 17017 ALM (244)|145
Giineysu 256 NIST |Virtex-4 |- - 1715 slices (32) |490

Yuan Ma 256 any |Virtex-4 |5740 |4876 |4655 slices (37) [250
Yuan Ma 256 any |Virtex-5 |4177 |4792 |1725 slices (37) |291
Mclvor 256 any |Virtex-Il |- - 15755 slice 39

Us NW-8 256 any |Artix-7 |9722 (8281 |3745 slices (33) |98
Us NW-8 512 any |Artix-7 |20394(16500(7066 slices (92) |59
(34)
(60)

Us NW-16  |256 any |Artix-7 [9255 |8313 (3770 slices (34) |130
Us NW-16  |512 any |Artix-7 |19199|16501|7116 slices (60) |74
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