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Abstract
Indirect control-flow transfers complicate control-flow graph
(CFG) construction, thereby reducing the precision of static
analyses and control-flow integrity (CFI) mechanisms in em-
bedded systems. While previous work has primarily focused
on resolving indirect jump targets, comparatively little atten-
tion has been devoted to understanding the reasons behind
their generation. This paper presents a systematic empirical
study of the origins of indirect jumps in compiled binaries.
We introduce a taxonomy that characterizes the program-
ming constructs and compiler transformations responsible
for their generation. Our analysis encompasses C, C++, For-
tran, and Rust programs compiled with GCC and LLVM
at multiple optimization levels, targeting the 32-bit RISC-V
instruction set. We then quantify the prevalence of each iden-
tified category over representative benchmarks and analyze
differences across programming languages and compilation
configurations. By clarifying the origins of indirect control
transfers, this work provides insight into their impact on
CFG precision and the static analysis of embedded software.

CCS Concepts: • Software and its engineering→ Auto-
mated static analysis; Compilers; Language features; •
Computer systems organization→ Embedded systems.

Keywords: Indirect jumps, Static Analysis, Compilers, Em-
bedded Systems, RISC-V
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1 Introduction
Embedded software is commonly subjected to static analy-
ses to validate its correctness and provide guarantees such
as worst-case execution time (WCET) or worst-case energy
consumption (WCEC). In addition to these compile-time
guarantees, runtime security mechanisms may be deployed
to enforce execution integrity and resilience against attacks
or faults. In particular, control-flow integrity (CFI) mecha-
nisms ensure that program execution cannot deviate from
its intended control flow.
A common prerequisite for both static analyses and CFI

mechanisms is the availability of an accurate control-flow
graph (CFG) of the program, representing all valid execu-
tion paths. For instance, static WCET estimation relies on
exploring the CFG to identify the path of maximal execution
cost, while some CFI mechanisms enforce execution to fol-
low only valid paths in the CFG. Consequently, the precision
of the CFG is crucial for both static analysis and security
enforcement in embedded systems.

However, constructing a precise CFG is particularly chal-
lenging in the presence of indirect control-flow transfers,
also known as indirect jumps [6]. Unlike direct branches,
these instructions transfer control to an address stored in a
register rather than to a statically encoded target. While they
enable dynamic program behavior, their targets may vary at
runtime and are often difficult to determine statically.

In presence of indirect jumps, CFG construction typically
relies on over-approximations, such as grouping potential
targets into equivalence classes [17]. Such approximations
reduce the precision of the resulting CFG, potentially de-
grading the accuracy of static analyses and weakening the
guarantees provided by CFI mechanisms.
While the analysis of indirect jumps has been widely ex-

plored in the contexts of static analysis and security, prior
work has primarily focused on resolving their targets [3, 7, 9,
10, 19], rather than understanding the causes of their genera-
tion. There is currently no systematic investigation on their
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origins, and specifically on the programming constructs and
compiler transformations causing their generation during
compilation. As a result, embedded software developers lack
a clear understanding of when and why indirect jumps are
introduced.
This paper fills this gap through a systematic empirical

study of the generation of indirect jumps. Our goal is to
provide a fine-grained classification of their origins and to
quantify their prevalence in real-world software. We con-
duct our analysis across multiple programming languages
(C, C++, Fortran, and Rust), compilers (GCC and LLVM), and
optimization levels (-O0 to -O3, -Os, and -Oz).

The RISC-V instruction set architecture (ISA) was selected
as the compilation target due to its growing adoption in
embedded systems, along with its well-defined specification
and fixed-size instruction encoding. This study is restricted
to user-level (unprivileged) code; as such, the ecall system
call instruction is not considered.

The contributions of this paper are twofold:

• Weprovide a taxonomy of the origins of indirect jumps,
by identifying the programming constructs and com-
piler transformations causing their generation in RISC-
V binaries.

• We provide an extensive empirical analysis of the fre-
quency of indirect jumps across different programming
languages, compilers, and optimization levels.

By clarifying the origins of indirect jumps, this study aims at
giving keys for more informed development practices in the
context of embedded systems, to support the construction
of more precise control-flow graphs.
The remainder of this paper is organized as follows: Sec-

tion 2 presents our experimental protocol. Section 3 details
our taxonomy of indirect jump origins with illustrative exam-
ples. Section 4 provides quantitative results across languages,
compilers and optimization levels. Section 5 discusses the
scope and limitations of our study, analyzes its implications,
and outlines directions for future work. Section 6 reviews
existing work. Finally, Section 7 concludes this paper.

2 Experimental Protocol
This section presents our experimental protocol to identify
indirect jumps origins. Our selected target is first described,
followed by a description of the analyzed benchmarks and
compilation setup. Finally, our classification methodology is
detailed.

2.1 Target
The RISC-V Instruction Set Architecture (ISA) is built around
a base instruction set that can be extended through standard
extensions. The exact RISC-V target for which we are compil-
ing our benchmarks is the 32-bit riscv32-unknown-linux-
gnu architecture, which corresponds to the RV32I base ISA

with the MAFD extensions, which are the M for multiplica-
tions and divisions, A for atomics, and F and D for simple
precision and double precision floating point values. We
chose not to use the C (Compressed instructions) extension,
as it only impacts the instruction size.
The RISC-V architecture defines 32 integer registers, de-

noted x0 to x31, which can also be referred to by their con-
ventional names as specified in the RISC-V Application Bi-
nary Interface (ABI). In particular, register x0, named zero
in the ABI, is hard-wired to zero. Register x1, or ra, serves
as the standard return address register for function calls, al-
though register x5, or t0may be used as an alternative return
address register. The special-purpose register pc (program
counter) is updated implicitly during instruction execution.

The RISC-V ISA supports two main classes of control-flow
transfer instructions:

• Conditional branch instructions, which redirect con-
trol flow when a specified condition is satisfied and
otherwise continue with sequential execution.

• Unconditional branch instructions, referred to as jumps,
which always transfer control flow when executed.

Additionally, while branch instructions are always direct
in RISC-V (transfer the control to a statically known des-
tination), jumps can be differentiated between direct and
indirect jumps, for which the destination address is stored
in a register.

In the RISC-V ISA, indirect jumps are implemented through
a single instruction, jalr (jump and link register), which fol-
lows the format jalr rd, offset(rs1).
The jalr instruction modifies the value of register pc,

redirecting the control flow to a new address, computed by
adding the sign-extended immediate value offset to the
value contained in register rs1. When used for a function
call, the destination register rd is set to the return address
of the function (pc + 4 in the absence of the compressed
extension). Using register zero as the destination register
(rd) indicates that the jalr instruction performs a jump
rather than a function call.

2.2 Benchmarks
To obtain a diverse and representative set of real-world soft-
ware systems for analysis, we selected the SPEC CPU 2017
benchmark suite as our base dataset [16]. This benchmark
suite includes multiple projects written in different compiled
languages, covering a range of program sizes and application
domains. We retained only the projects that could be suc-
cessfully built for our target RISC-V 32-bit platform, which
resulted in the exclusion of one benchmark, Perl, whose
SPEC CPU 2017 implementation is officially not portable to
RISC-V. Overall, the benchmark suite enabled the analysis
of programs written in C, C++, and Fortran. We additionally
analyzed the GNU C Library (glibc), as it is widely used and
contains exotic code (e.g., handwritten assembly).
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As no official benchmark suite is currently available for
the Rust language, a dedicated set of benchmarks was assem-
bled. The selection prioritized large-scale projects in order
to promote diversity in indirect jump usages. The resulting
Rust benchmark set includes coreutils 0.4.0, ripgrep 15.0.0,
and cargo 0.93.0.
The selected benchmarks are presented in Table 1, along

with their programming language and source code size in
KLOC (thousands of lines of code). Benchmark entries that do
not originate from the SPEC CPU2017 suite are highlighted
in gray.

Table 1. Presentation of the analyzed benchmarks

Benchmark name Language KLOC
lbm C 1
mcf C 3
nab C 24
xz C 33
x264 C 96
imagick C 259
glibc C 960
gcc C 1 304
namd C++ 8
deepsjeng C++ 10
leela C++ 21
omnetpp C++ 134
povray C++, C 170
parest C++ 427
xalan C++ 520
blender C++, C 1 577
exchange2d Fortran 1
bwaves Fortran 1
fotonik3d Fortran 14
roms Fortran 210
cactusBSSN C++, C, Fortran 257
cam4 Fortran, C 407
wrf Fortran, C 991
ripgrep Rust 750
coreutils Rust 1 311
cargo Rust 1 611

2.3 Cross-Compilation
The benchmarks are cross-compiled for the RISC-V 32-bit tar-
get using both LLVM and GCC compilers whenever possible,
across the optimization levels listed in Table 2. Compilation
is performed with dynamically linked libraries. For Rust bina-
ries, C libraries are dynamically linked, whereas other Rust
crates1 are statically embedded, as the target platform does
not support dynamic Rust libraries (dylib).

Flang, the Fortran frontend of LLVM, does not yet support
our selected RISC-V target; therefore, Fortran projects were
compiled using GCC only. Conversely, no official GCC fron-
tend is available for Rust, so Rust projects were compiled
using rustc, which is based on LLVM.

1In Rust, a crate is the fundamental compilation and distribution unit of a
program.

Additionally, glibc is only compiled using GCC, and, as
stated in the documentation, it must be optimized to some
level, thus cannot build for -O0 2.
Considering all available compiler and optimization con-

figurations, the cross-compilation step produces twelve dis-
tinct binaries for each benchmark written in C and C++, six
binaries for benchmarks written in Fortran and Rust, and
five binaries for glibc.

Table 2. Levels of optimization

Optimization level Description
0 No optimization
1 Moderate optimization
2 Extensive optimization
3 Full optimization
s Optimize for code size
z Optimize aggressively for code size

2.4 Identification Methodology
This section describes our classification process for tracing
indirect jumps back to the programming constructs or com-
piler transformations responsible for their generation.
Our study combines disassembled code and source code

analysis. Moreover, since the contribution focuses on the
taxonomy of indirect jump origins, the classification process
primarily relies on lightweight automated analyses, comple-
mented by manual inspection when a deeper examination is
required.
As shown in Figure 1, our classification methodology is

organized into several successive identification passes, each
described in the following subsections and illustrated with a
brief example. As indirect jump origins are detailed in the
next section, the examples provided here are purely illustra-
tive.

Automated Classification

Disassembly
Code Pattern

Source Code
Pattern

Manual
Classification

RISC-V Calling
Convention

Figure 1. Classification Methodology.

2.4.1 Use of RISC-V Calling Convention. First of all,
the RISC-V calling convention, defined in its application
binary interface (ABI), provides an initial filter to determine
indirect jumps origins. As stated in the RISC-V specification,
the jalr rd, offset(rs1) instruction can have different
behaviors depending on the value of its arguments:

• Indirect function call,with rd = ra or t0. The return
register rd is properly set (rd ≠ zero), the instruction
corresponds to a function call, also denoted by the
pseudo-instruction call.

2See https://sourceware.org/glibc/wiki/FAQ#Why_do_I_get:.60.23error_
.22glibc_cannot_be_compiled_without_optimization.22.27.2C_when_
trying_to_compile_GNU_libc_with_GNU_CC.3F

https://sourceware.org/glibc/wiki/FAQ#Why_do_I_get:.60.23error_.22glibc_cannot_be_compiled_without_optimization.22.27.2C_when_trying_to_compile_GNU_libc_with_GNU_CC.3F
https://sourceware.org/glibc/wiki/FAQ#Why_do_I_get:.60.23error_.22glibc_cannot_be_compiled_without_optimization.22.27.2C_when_trying_to_compile_GNU_libc_with_GNU_CC.3F
https://sourceware.org/glibc/wiki/FAQ#Why_do_I_get:.60.23error_.22glibc_cannot_be_compiled_without_optimization.22.27.2C_when_trying_to_compile_GNU_libc_with_GNU_CC.3F


LCTES ’26, June 15–16, 2026, Boulder, CO, USA Ariane Nicolas, Ronan Lashermes, Isabelle Puaut, and Erven Rohou

• Return,with offset=0, rs1 = ra or t0 and rd = zero.
The return register is not set, through the use of desti-
nation register zero, and the control flow is redirected
to a previously stored return address. This corresponds
to a function return, denoted by the pseudo-instruction
ret.

• Indirect jump,with rd = zero and rs1 ≠ ra or t0. No
return address is set and the control flow does not jump
to a previously saved location. This corresponds to a
regular indirect jump. This is denoted by the pseudo-
instruction jr (jump register).

Additionally, as RISC-V instructions use fixed-size encod-
ing, direct jump instructions are limited to targets within a
±1 MiB range of the pc. Due to the limited range of direct
jump instructions, reaching distant targets requires a two-
instruction sequence based on indirect jumps. A 32-bit target
address is constructed by first loading the 20 upper bits using
either an auipc or lui instruction, and then completing the
address with the 12 lower bits using jalr, which actually
performs the jump. The combination of these two instruc-
tions constitutes a fourth type of indirect jump specific to
fixed-size ISAs: long-range jumps.

The disassembled code is scanned to identify jalr instruc-
tions. Analysis of the instruction operands is sufficient to
distinguish between returns, calls, and jumps. Returns are
directly classified, whereas the origins of calls and jumps are
further refined through more detailed analysis, as described
below.

2.4.2 Use of Pattern Matching on Disassembled Bi-
nary. The origins of some indirect jumps can be identified
easily in disassembled code as they generate typical instruc-
tion sequences. This is achieved through a backward analy-
sis of the instructions preceding the jump, matching them
against known patterns.
To illustrate this approach, we can consider the exam-

ple of long-range jumps which produce a distinctive two-
instruction sequence. If a jalr instruction is identified, pre-
ceded by an auipc or lui with matching registers, it is au-
tomatically classified as a long-range jump.

2.4.3 Use of Source Code Information. If no recogniz-
able pattern is found in the disassembled binary, the analysis
proceeds at the source code level. The source code line corre-
sponding to the jump instruction is first obtained using the
addr2line command from the GNU Binutils, which maps
machine instruction addresses to source code locations using
symbol and debugging information. The source line is then
analyzed through pattern matching.
The most straightforward example of this process is for

jump tables (arrays containing target addresses for jumps).
Depending on the programming language, if the source code
line contains the keyword switch (C, C++), match (Rust) or

select (Fortran), it is classified as a jump through a jump
table.

2.4.4 Manual Classification. When automated classifica-
tion fails to detect the origin of a jump, its address is recorded
for future manual analysis. Manual analysis relies on both
disassembled binaries and source code to further characterize
previously unclassified jumps.
For instance, certain indirect jumps originate from code

defined within function-like or object-like macros. In C and
C++, such macros are expanded at compile time, but their
internal structure is opaque to debugging tools. As a result,
addr2line returns only the macro invocation site rather
than the exact line of the indirect jump. A manual inspection
of the macro expansion is required to determine the origin
of the jump.

3 Classification of Indirect Jumps Origins
This section presents the proposed taxonomy of indirect
jump origins. Although multiple languages were analyzed,
many similarities were observed across them, leading to a
unified classification. When relevant, language-specific char-
acteristics are highlighted. When applicable, we also indicate
if a characterization is specific to the RISC-V architecture.
Figure 2 shows a summary of identified indirect jumps

origins, grouped by the jump purpose.
The remainder of this section details each element of the

proposed classification, with one subsection per broad cate-
gory based on the RISC-V ABI: returns, long-range jumps,
indirect calls, and indirect jumps. The origins of indirect
calls are presented in the order in which they were identified
during the classification process. In addition, each identi-
fied origin follows a uniform presentation, beginning with a
summary table containing the following information:

• Mode of identification, according to our classification
methodology (ABI, ASM pattern, source code pattern,
or manual classification);

• Language(s) in which they can be found;
• Source (developer or compiler), indicating whether the
construct results from a developer’s choice (i.e., a pro-
gramming pattern allowed by the language) or is gen-
erated by the compiler.

A detailed classification including how each indirect jump
origin was identified is provided in Appendix A.

3.1 Origins of Returns

ABI All languages Compiler

Regardless of the programming language, a return instruc-
tion (jalr zero,0(rs1), with rs1 = ra or t0) is generated
when a function or method completes. It performs an indirect
jump to the return address previously stored in rs1 by the
call pseudo-instruction, transferring control back to the call
site. The source constructs that trigger this instruction vary
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RISC-V  Indirect
Jumps

Indirect JumpsReturnsIndirect Calls

Jump Tables Tail CallsCallbacksDynamic Dispatch
Calls

Dynamic Linking
Calls

Long-Range
Jumps/Calls

Computed Gotos
Function Pointer

Calls

Figure 2. Indirect Jumps Categories.

across languages. In C, C++, and Rust, return instructions
are generated when encountering the return keyword or
when execution reaches the end of a function or method.
In Fortran, they are produced at the end subroutine or
end function statements. Additionally, in Rust, the value
of the final expression is returned implicitly when the last
expression of a block appears without a trailing semicolon.

3.2 Origins of Long-range Jumps/Calls

ABI All languages Compiler

As explained in Section 2.4.1, the RISC-V ISA allows jumps
beyond the range of direct jump instructions through a two-
instruction sequence: a lui or auipc instruction followed
by an indirect jump jalr. We refer to this sequence as long-
range jumps.
Consequently, many indirect jumps can appear in large

RISC-V binaries. However, their targets are known at compile
time, making them a distinct category of indirect jumps
specific to fixed-size ISAs such as the RISC-V.

3.3 Origins of Indirect Calls
Indirect calls occur when the address of the function being
called is only known at runtime. This situation most com-
monly arises from the use of function pointers, which allow
function addresses to be stored in variables. The following
paragraphs further refine the origins of indirect calls.

3.3.1 Dynamically Linked Libraries.

ASM pattern All languages Compiler

Indirect function calls may arise from the use of dynami-
cally linked library functions, whose addresses are not known
at compile time. During compilation, a small code sequence
—commonly referred to as a stub—is generated for each li-
brary function. These stubs are grouped in a dedicated region
of the binary called the procedure linkage table (PLT). At
runtime, when a library function is called for the first time,
control is transferred through the PLT to the dynamic linker,
which resolves the address of the requested function within
the shared library. This address is then stored in a data re-
gion of the binary known as the global offset table (GOT). On
subsequent calls, execution is redirected to the correspond-
ing PLT stub, which retrieves the function address from the
GOT and performs the indirect call. An example of a stub

generated for the printf function from glibc is shown in
Figure 3.
118a0 <printf@plt>:
118a0: auipc t3,0xd34
118a4: lw t3,1896(t3) # gets the address from the GOT
118a8: jalr t1,t3 # performs the indirect call
118ac: nop

Figure 3. Generated PLT stub for printf, obtained with
objdump

3.3.2 Dynamic Dispatch.

ASM pattern C++, Rust Developer

The concept of polymorphism allows the definition of ab-
stract interfaces that can be implemented by multiple con-
crete types. Such interfaces may declare abstract methods
that each implementation must provide. When a method is
invoked through a reference typed as the interface, the im-
plementation to execute is determined at runtime based on
the concrete type of the underlying object. This mechanism
is known as dynamic dispatch.
In C++, this mechanism is supported through the use of

virtual methods. Consider the example of dynamic dispatch
shown in Figure 4. A Base class is defined, containing two vir-
tual methods meth1 and meth2, followed by a Derived class
that inherits from Base and overrides the meth1 method.
class Base {
public:

virtual void meth1() {
printf("Base method 1\n");

}
virtual void meth2() {

printf("Base method 2\n");
}

};

class Derived : public Base {
public:

void meth1() override {
printf("Derived method 1\n");

}
};

// Function taking a Base reference
void callMeth1(const Base& obj) {

obj.meth1(); // dynamic dispatch happens here
}

Figure 4. Example of dynamic dispatch in C++

The compiler generates a hidden variable for each class,
called the virtual table (vtable). This vtable is implemented
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as an array of function pointers, each pointing to a method of
the class. By default, the vtable is inherited from the parent
class, and pointers are updatedwhenmethods are overridden.
The state of the vtables for our example is illustrated in
Figure 5.

Base

vtable_ptr*

Derived

vtable_ptr*

meth1*

meth2*

meth1*

meth2*

Base::meth1

Base::meth2

Derived::meth1

Figure 5. Virtual table mechanism.

At runtime, a virtual method can be invoked through a
reference to the parent class, as illustrated by the callFunc1
function in our example. The address of the appropriate con-
crete method implementation is obtained through a vtable
lookup, resulting in an indirect call.
A call through a vtable follows a recognizable pattern:

it begins by loading the vtable address from the object,
then loading the appropriate method pointer using an off-
set, and finally performing an indirect call to the resolved
method address. In disassembled code, this pattern is typi-
cally translated into a sequence of three instructions: two
loads followed by an indirect call. An example of the se-
quence generated by GCC or LLVM can be found in Figure 6.
lw a0, 56(sp) // a0 = vtable's address
lw a1, 12(a0) // a1 = method's address
jalr ra, 0(a1) // indirect call

Figure 6.Machine code generated for a vtable call.

In Rust, dynamic dispatch is achieved through the concept
of a trait, which acts as an interface and can be implemented
by multiple structs3. A trait can be passed as a function or
method argument using a dynamic reference via the dyn
keyword. Calls through dynamic references are performed
via a vtable, and produce the same instruction sequence as
the one presented in Figure 6.
Rust additionally provides the concept of closure, anony-

mous functions written inline, that can capture variables
from their surrounding scope. In Figure 7, a closure is defined
in function main, and captures the variable factor. Closures
can be stored under a Fn, FnMut or FnOnce trait, to be for
instance passed in argument. This mechanism is shown in
Figure 7, where a dynamic reference of the closure is passed
to the callClosure function. Invoking such closures results
in dynamic dispatch, and generates the instruction pattern
presented in Figure 6.

3.3.3 Function Pointers.

Source Code Pattern All languages Developer

3In Rust, a struct is a composite data type that groups related data fields.

fn callClosure(func: &dyn Fn(i32) -> i32, x: i32) -> i32 {
func(x) // dynamic dispatch

}

fn main() {
let factor = 3;
let closure = |n| n * factor;
let result = callClosure(&closure, 5);

}

Figure 7. Example of a closure in Rust.

Inmany programming languages, the address of a function
can be stored in a variable, forming a function pointer. In C++,
function pointers are declared using pointer syntax with the
* operator. In Rust, function pointers can be obtained by
casting plain functions or non-capturing closures to the fn
type. Function pointers can serve several common purposes,
that are listed below.

Function pointers within structures. Function pointers
may be stored within structures. Through this mechanism,
they can act as methods for their enclosing object, facilitating
direct invocation from the structure instance.

Arrays of function pointers. Function pointers can also
be stored in arrays. This construct is typically employed to
iterate over multiple functions sharing the same signature,
or to dynamically select the function to invoke based on an
index, similarly to a jump table mechanism.
Void pointers. In C and C++, casting a function pointer

to void* can be used to hide the function type, a technique
commonly referred to as type erasure. This enables passing
function pointers regardless of their type. Before invocation,
however, the pointer must be cast back to its original type.
Type-erased callable wrappers (C++ only). C++ pro-

vides the std::function class, a generic function wrapper
capable of storing any callable entity of C++, such as func-
tion pointers, method pointers, lambda expressions, or func-
tor objects. This class relies on internal type erasure based
on void* pointers, hiding the concrete type of the stored
callable while preserving a uniform interface. Consequently,
invoking a callable stored in a std::function results in an
indirect call.

3.3.4 Callbacks.

Manual classification All languages Developer

When a function pointer is given as an argument to a func-
tion, delegating its invocation to this function, it is referred to
as a callback. This construct enables to implement handler-
based designs, for instance to react to user interaction in
graphical interfaces.

A classical example is the qsort function from the C stan-
dard library, which sorts an array according to a comparison
function given in argument. When calling this given func-
tion, an indirect call is generated.

A callback can be implemented through different language
constructs:
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• Function pointers in C, C++ and Rust,
• Closures under Fn, FnMut or FnOnce traits in Rust, re-
sulting in dynamic dispatch,

• Callables stored in the std::function type in C++,
• Functions declared with the external keyword in For-
tran.

3.4 Origins of Indirect Jumps
Indirect jumps redirect the control flow to a destination deter-
mined at runtime, without setting a return address. Several
patterns causing their generation have been identified.

3.4.1 Jump Tables.

Source code pattern All languages Compiler

Jump tables are generated by compilers to optimize long
sequences of conditional branches, such as those produced
by switch-like constructs. When encountering the keyword
switch in C or C++, match in Rust, or select in Fortran,
the compiler evaluates whether the set of case values is
sufficiently dense. If so, it emits a jump table, which contains
the addresses of the code blocks associated with each case.
The switch input value is then used as an index to retrieve
the corresponding case address from the table.
This optimization results in a characteristic instruction

sequence, as illustrated in Figure 8. The input value a1 is
first multiplied by the instruction size in bytes to compute
the byte offset within the jump table. The base address of the
jump table is then computed using a combination of lui and
addi instructions. The target address is obtained by adding
the offset to the table base address, after which the effective
jump destination is loaded from memory. Finally, an indirect
jump is performed.
slli a1, a1, 2 // offset = input * 4
lui a2, 0xc4
addi a2, a2, 84 // base jump table address
add a2, a2, a1 // case address = base + offset
lw a3, 0(a2) // a3 = *(case address)
jr a3 // indirect jump

Figure 8. Machine code generated for a jump table by GCC

The exact generated instruction pattern and ordering may
vary across compilers, which motivated us to identify jump
tables at the source-code level.

During our experiments, we observed that both GCC and
LLVM may also generate jump tables from large if-elif-
else sequences involving comparisons between the same
variable and constant values. Additionally, when a loop body
in C++ only contains a switch statement, the compiler may
optimize it as a jump table, in which each case transfers
control back to the beginning of the loop.

3.4.2 Indirect Tail Calls.

ASM pattern +
Source code pattern All languages Compiler

When the final statement of a function is a call to another
function, the compiler may generate a jump instruction in-
stead of a call instruction directly followed by a return.
This optimization, known as a tail call optimization, allows
to keep the caller’s stack frame instead of allocating a new
one.
If the last statement in a function is an indirect call (for

instance through a function pointer or dynamic dispatch), the
resulting jump is likewise indirect. An example of situation
where an indirect tail call would be generated is presented
in Figure 9.
int func1(int x, int (*fptr)(int)) {

x = x * 2;
return fptr(x); // <- call optimized as an indirect jump

}

Figure 9. C code eligible for tail call optimization

Before jumping to the called function, the caller’s stack
frame must be deallocated by incrementing the stack pointer.
A tail call optimization thus generates a characteristic se-
quence of an addi instruction incrementing the stack pointer,
followed by an indirect jump.
When the called function has the same stack frame lay-

out as the caller—meaning it has the same return type and
its arguments occupy the same space—the optimization is
referred to as a sibling call. In particular, when a function
invokes itself in tail position, it is known as a recursive tail
call.

3.4.3 Computed Gotos.

Manual classification C, C++, Fortran Developer

In C, C++ and Fortran, the goto statement allows to per-
form an unconditional jump to a labeled location. Fortran
additionally provides a computed goto construct, that allows
to select a label from a list, based on the value of a given
integer. This mechanism is equivalent to a jump table, where
an index is used to access a table entry and transfer control
to the corresponding address.
In C and C++, a non-standard GCC extension known as

labels as values provides similar functionality. This extension
allows the address of a label to be obtained using the &&
operator and enables indirect jumps to that label address
(see Figure 10). Depending on the compiler version, a label
address may even be passed as a function argument, allowing
jumps to labels located in other functions.
During our investigations, this construct has only been

encountered within glibc.
// computed goto code from glibc, vfprintf-internals.c
void jump(unsigned char f, void **table) {

void *ptr;
ptr = table[f];
goto *ptr;

}

Figure 10. Example of a computed goto source code in GCC
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Figure 11. Distribution of indirect jumps over the total number of instructions at -O2.

4 Proportion of Indirect Jumps
This section presents the results of our empirical study, re-
porting the proportion of indirect jumps detected statically
in RISC-V binaries. The objective is to highlight the differ-
ences in the proportions of generated indirect jump across
programming languages, compilers, and optimization levels.
First, a single compilation configuration is considered to

enable comparisons across programming languages. We then
focus specifically on indirect calls, and finally examine the
impact of compiler optimization levels.

4.1 All Indirect Jumps
To emphasize the differences between programming lan-
guages, we first restrict our analysis to a single compilation
configuration. We select optimization level -O2 (see Table 2),
as it is commonly used in production environments. For
the following graphs, studied benchmarks are compiled with
GCC for C, C++ and Fortran projects, and with Rustc (LLVM)
for Rust projects.
Figure 11 presents the stacked distribution of indirect

jumps origins per compiled benchmark. For each origin, the
reported percentage corresponds to the number of jumps
divided by the total number of instructions in the binary.

Origins of indirect jumps are distinguished by color: long-
range jumps in purple, returns in green, indirect calls in
warm colors and indirect jumps in blue tones. Benchmarks
are grouped by programming language, and for a given lan-
guage are ordered by the total number of instructions in the
binary.
A notable observation concerns larger binaries, which

exhibit a higher percentage of long-range indirect jumps,
which is expected since they are generated to replace direct

jumps whose target address lies outside the ±1 MiB range
relative to the pc.

This effect is particularly pronounced in Rust benchmarks,
where long-range jumps account for up to 7% of all gen-
erated instructions. This behavior is explained by Rust’s
default linker configuration, which does not enable relax-
ation. During compilation, calls are conservatively emitted
as long-range indirect jumps. If their target falls within the
reachable range, they may be “relaxed” by the linker into
direct jumps. As this optimization is disabled by default in
Rust’s linker, most long-range jumps remain unchanged in
the final binary. When linker relaxation is explicitly enabled,
their proportion decreases significantly, reaching approxi-
mately 3–4%, which is consistent with the values observed
in the other benchmarks.
Moreover, we can observe that smaller benchmarks ex-

hibit limited diversity in indirect jump categories, mainly
comprising returns, dynamic linking calls, and occasionally
jump tables. Larger projects require more abstractions such
as interfaces or callbacks, consequently generating a broader
variety of indirect jumps.

It is also worth noting that, excluding long-range jumps,
the overall proportion of indirect jumps across all categories
remains relatively low.
Finally, some jumps remain unclassified, mainly due to

missing debug information in certain benchmarks, which
prevented automated or manual analysis at the source code
level.

4.2 Indirect Calls
We now focus specifically on indirect calls to analyze the
impact of language paradigms and developer choices.
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Figure 12. Distribution of indirect calls over the total number of instructions at -O2.

Figure 12 follows the same presentation as Figure 11: for
each compiled project, a stacked distribution of indirect calls
categories is reported. Dynamic linking calls are not repre-
sented, as they do not bring information about developer-
introduced indirect calls. The function pointers category is
decomposed into four subcategories: calls through structs,
calls through arrays, callbacks, and other function pointers,
which represents any other use of function pointers.

In C projects, the category calls through structs appears
in the majority of projects, illustrating the common use of
function pointers as methods within structures to emulate
object-oriented programming features.

In C++, this presence of calls through structs is replaced by
dynamic dispatch calls, reflecting the polymorphism inher-
ent to the object-oriented paradigm of C++. The proportion
of dynamic dispatch calls can represent a significant por-
tion of the generated code, accounting for up to 2.4 % of all
instructions in project Xalan for instance.
Fortran projects exhibit a notably lower proportion of

indirect calls compared to other languages. Even in larger
projects, the diversity of indirect calls is primarily attribut-
able to the inclusion of C libraries in the compiled binaries.

Similarly to Fortran projects, Rust projects present a small
overall proportion of indirect calls, but with greater diversity
than Fortran, including both dynamic dispatch calls and calls
through structs. This can be explained by the use of dynamic
traits that produce vtable dispatch, combined with the pres-
ence of C libraries which introduce calls though structs. Over-
all, the proportion of indirect calls in Rust projects remains
limited. This can be explained by Rust’s monomorphization
strategy, which favors static dispatch rather than dynamic
dispatch.

Across all languages, the proportion of generated indirect
calls shows no correlation with the binary size. This obser-
vation indicates that their generation is driven by language

paradigms and developer choices rather than by the number
of generated instructions.

4.3 Optimization Levels
As indirect jumps may be introduced by the compiler opti-
mization passes, our focus here is on the impact of optimiza-
tion levels and compiler choice. Overall, our experiments
reveal very limited differences between the two studied com-
pilers in the number of generated indirect jumps, except for
a few optimization cases discussed below. We present the
observed trends, for which exact numerical values are not
required. The corresponding graphs are available in Appen-
dix B for readers interested in the detailed results.

Dynamic Linking Calls. Indirect calls introduced by dy-
namic linking of libraries are independent of compiler opti-
mization levels, therefore their number remains stable across
optimization configurations. This number is also relatively
consistent across benchmarks, about a few hundreds regard-
less of the language or the benchmark size. The only notable
exception is cargo, our largest benchmark, which contains
more than six hundreds dynamic linking calls, reflecting its
broader reliance on external dependencies.

Jump tables.When compiling with LLVM, indirect jumps
generated by jump-table optimizations are already observ-
able from optimization level -O0, whereas with GCC they
appear only from level -O1.
This difference originates from the distinct treatment of

certain optimizations by the compilers. In GCC, the -O0 op-
timization level performs virtually no optimization, mostly
preserving the source code structure. In contrast, indepen-
dently of the selected optimization level, LLVM applies cer-
tain transformations in the compiler backend.

Despite this difference, both compilers provide the -fno-
jump-tables option, which disables the generation of jump
tables regardless of the optimization level.
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Tail calls. Tail call optimization is enabled from optimiza-
tion level -O1 level in LLVM, and -O2 in GCC. We noticed
that Rust projects exhibit a relatively low percentage of tail
calls compared to other languages. This can be attributed
to Rust’s systematic invocation of destructors for local vari-
ables when they go out of scope, which requires to return to
the caller function in order to release local resources. This
mechanism prevents the application of tail call optimization
in many cases.

As for jump tables, tail call optimization can be disabled in
both compilers using the -fno-optimize-sibling-calls
option.

5 Discussion
This section discusses the limitations of our empirical study,
examines the implications of our findings, and outlines po-
tential directions for future work.

5.1 Study Scope
First, our study is purely static. A complementary runtime
analysis would allow to determine instructions from which
categories are most frequently executed, and therefore have
the greatest impact.
Second, the analysis is restricted to a 32-bit RISC-V un-

privileged architecture. As a result, architecture-specific con-
structs present in other ISAs may not be reflected in our
taxonomy. Similarly, by focusing on the unprivileged subset,
we do not consider control transfers related to privilege-level
changes, such as interrupt return instructions (mret, sret
in RISC-V).

Third, although the selected benchmarks were intended to
be representative, they may not provide exhaustive coverage
of indirect jump usages. This limitation is particularly signif-
icant for Rust, for which no widely recognized benchmark
suite is currently available.

Finally, while the selected languages arewidely used in em-
bedded systems, other compiled languages may exhibit dis-
tinct patterns. Notably functional languages such as Haskell
may present specific tail calls constructs.

5.2 Implications of Indirect Jumps Origins
Our taxonomy allows to differentiate how the origin of each
jump impacts CFG construction.

Long-range jumps are introduced for architectural reasons
and have statically known targets. Similarly, jump tables
and many computed gotos constructs rely on a finite and
statically-defined set of potential targets. Dynamic dispatch
mechanisms and function pointers with known signature
also restrict the targets to functions matching a specific type.
While they may enlarge the CFG, these constructs still have
a limited set of targets that can be determined by state-of-
the-art point-to analyses.

In contrast, constructs relying on type erasure, such as
functions cast with void*, or fully computed gotos addresses,
may be impossible to resolve statically, even with access
to source code. In such cases, the target is intentionally ob-
scured, significantly complicating accurate CFG construction.
It is interesting to note that such opaque mechanisms are dis-
allowed in safe Rust. From a security/WCET point-of-view,
these indirect jumps are not desirable as obfuscation is in
opposition with the stated goal of easy CFG reconstruction.
This suggests that language design choices directly influence
the ability to construct an accurate CFG.

5.3 Future Work
The identification of potentially opaque constructs leads to
the question of how their presence could be managed to
improve both the security and the analyzability of embedded
software.
One direction consists in promoting development guide-

lines that discourage the use of programming patterns gener-
ating indirect control-flow transfers. For instance, one could
advise against using function pointers. Certain compilation
options could be forbidden to limit the generation of spe-
cific patterns (e.g., disabling jump tables), and static linking
could be imposed to reduce indirect jumps introduced by
dynamic linking. Such recommendations could be integrated
in already established coding standards such as the MISRA
guidelines for critical systems [12].
A more radical approach would consist in eliminating

indirect jumps at the architectural level, by removing the
indirect jump instruction from the ISA, and enforcing com-
pilation strategies to replace them by safer constructs. This
would require alternative mechanisms to preserve language
expressiveness, and may incur performance overheads. Fur-
thermore, some programs may fail to compile if they rely on
opaque indirect transfers.
This potential elimination of indirect jumps is out of the

scope of this article and has to be left for future works. Nev-
ertheless, reducing unnecessary indirect transfers could sig-
nificantly improve CFG precision.

6 Related Works
Indirect control transfers have been investigated in several
research domains.

In the context of CFG reconstruction, existing approaches
primarily aim at resolving or over-approximating their pos-
sible target sets in order to improve CFG accuracy [4, 7, 8,
14, 19, 20].

Similarly, CFI research has extensively addressed indi-
rect transfers, as they represent a primary attack surface for
control-flow hijacking [1, 2, 18]. Most CFI mechanisms aim
to constrain indirect jumps to only target a set of legitimate
destinations.
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At themicroarchitectural level, research on indirect branch
prediction focuses on predicting the runtime targets of in-
direct control transfers to improve processor performance
[5, 11, 15].

Across all these domains, the focus is on resolving, predict-
ing, or constraining the targets of indirect transfers, rather
than examining the causes of their generation. To the best
of our knowledge, no prior work has systematically investi-
gated the origins of indirect jumps.

7 Conclusion
In this paper, we presented a taxonomy of indirect jumps
origins, detailing the programming constructs and compiler
transformation leading to their generation at compile time.
This taxonomy was complemented by an empirical analysis
of indirect jumps proportions across different programming
languages, compilers, and optimization levels. Our study pro-
vides a deeper understanding of indirect jumps and their im-
pact on CFG construction. Future works will explore strate-
gies to more effectively manage opaque indirect transfers
and mitigate their impact on program analysis.

Data Availability Statement
The classification tool presented in this paper is available as
an artifact at [13].

Table 3. Detailed Indirect Jumps Classification

Type of jump Origin RISC-V Calling
Convention

ASM pattern Source Code Pattern Manual Classification

Return Function return jalr zero 0(rs1),
with rs1 = ra or t0 - - -

Long-range Jump Direct jump
off-limits - auipc/lui

jalr
- -

Indirect Call
jalr rd offset(rs1),
with rd = ra or t0

Dynamic
Linking Call -

auipc
lw
jalr, with rs1 = t1

- -

Vtable Call -
lw
lw
jalr

- -

Call through
Struct - - struct.func(

struct->func(
-

Array Call - - array[index](
or (*array[index])( -

Function Pointer - - func(
or (*func)( -

Callback - - - Verify if the pointer is given
in argument

Indirect Jump
jalr zero
offset(rs1), with rs1
≠ ra or t0

Tail Call - addi sp,sp,offset
jalr

return func(
or func(
+ next line = return;

When needed if undetected
by source-code pattern
matching

Computed Goto - - goto *ptr -

Jump Table - -
switch
or match
or select

When needed if undetected
by source-code pattern
matching
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A Detailed Classification
In this section, the classification methodology for each indi-
rect jump origin is detailed in Table 3. Additionally, a flow
chart is provided in Figure 13, allowing to follow our com-
plete process.

B Evolution on Optimization Levels
This section presents the variation of several indirect jumps
categories across optimization levels. Respectively, dynamic
linking calls are represented on Figure 14, jump tables on
Figure 15, and tail calls on Figure 16. To facilitate readability,
the graphs only feature projects of more than 30 KLOC. As
the proportion of generated jumps for some categories may
vary a lot between benchmarks, some graphs are displayed
on a logarithmic scale.
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Figure 13. Flow Chart of the Classification Methodology.
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Figure 14. Number of generated Dynamic Linking Calls across optimization levels
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Figure 15. Percentage of generated Jump Tables across optimization levels
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Figure 16. Percentage of generated Tail Calls across optimization levels
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